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UNIT I: FOUNDATIONS OF IOT
PART-A
UNIT I: FUNDAMENTALS OF IOT
1. Define IoT.
 It is a dynamic global network infrastructure with self-configuring capabilities based on standard communication protocols where physical and virtual "things" have identities and use intelligent interfaces.
2. List the three pillars of IoT
The three pillars are M2M (Machine to Machine) for communication, RFID (Radio Frequency Identification) for identification, and WSN (Wireless Sensor Networks) for data sensing.
3. What is a "Thing" in IoT?
 A "Thing" is an object equipped with sensors, actuators, and communication electronics that can be uniquely identified and integrated into a communication network.
4. Mention the characteristics of IoT.
 Key characteristics include connectivity, sensitivity, intelligence, scalability, dynamic nature, and heterogeneity of devices.
5. What is Physical Design in IoT?
 It refers to the hardware components like sensors, microcontrollers, and the specific communication protocols (e.g., IEEE 802.15.4) used to connect them.
6. Define Logical Design.
 It is the abstract representation of the IoT system, including functional blocks, communication models (like Request-Response), and software APIs.
7. What is an IoT Protocol?
 These are rules that allow devices to exchange data across networks. Examples include Link Layer (Ethernet), Network Layer (IPv6), and Application Layer (MQTT) protocols.


8. Define Request-Response Model. 
A communication model where the client sends a request to the server and the server responds. It is a stateless, synchronous architecture.
9. Explain Publish-Subscribe Model. 
A model involving brokers, publishers, and subscribers. Publishers send data to topics in the broker, and subscribers receive data from topics they have joined.
10. What is a Push-Pull Model? 
It is a data-centric model where producers push data into queues and consumers pull data from those queues, decoupling the producer and consumer.
11. Define Exclusive Pair Model.
 A stateful, bi-directional communication model where a persistent connection is established between client and server until closed by either party.
12. What is a REST API?
 Representational State Transfer (REST) is a set of architectural principles for web services that use standard HTTP methods like GET, POST, PUT, and DELETE.
13. What is a WebSocket API?
 A protocol providing full-duplex communication channels over a single TCP connection, allowing real-time data flow between a client and server.
14. List four IoT enabling technologies.
1. Wireless Sensor Networks (WSN), 
2. Cloud Computing, 
3. Big Data Analytics,
4. Embedded Systems.
15. What is WSN? 
A Wireless Sensor Network consists of distributed autonomous sensors that monitor physical conditions and pass data to a central location.
16. How does Cloud Computing help IoT?
 It provides scalable storage, massive processing power, and remote access to data generated by millions of IoT devices.
17. Define Big Data Analytics in IoT.
 It involves processing and analyzing the massive volumes of structured and unstructured data generated by IoT devices to find patterns and insights.
18. What is an Embedded System?
 A specialized computer system designed to perform specific dedicated functions, often with real-time computing constraints, within a larger system.
19. Define IoT Level 1.
A single-node system where data is sensed, stored locally, and visualized. It is used for simple, low-data applications like home temperature monitoring.
20. Define IoT Level 2. 
Similar to Level 1, but data is stored in the cloud. It is suitable for applications where the data volume is high but the analysis is simple.
21. Define IoT Level 3. 
Data is sensed and stored in the cloud. The analysis is done in the cloud and the results are visualized via a web or mobile app.
22. Define IoT Level 4.
 A multi-node system where data is stored in the cloud and complex analysis (like observer-based analysis) is performed.
23. Define IoT Level 5. 
A system with multiple nodes and a coordinator node. Data is collected by the coordinator and sent to the cloud for processing.
24. Define IoT Level 6.
 A complex system with multiple independent nodes that send data to the cloud. Analysis is performed on the cloud and results are sent back to control actuators.
25. What are Domain-Specific IoTs? 
These are IoT solutions tailored for specific industries, such as Smart Grids for energy, Smart Retail, or Smart Healthcare.
26. Define IoT Architectural View. 
It is a multi-layered framework (usually Perception, Network, and Application layers) that defines how data moves from hardware to the user.
27. What is a Gateway in IoT? 
A device that acts as a bridge between IoT devices (using local protocols like ZigBee) and the internet (using IP-based protocols).
28. Define Scalability in IoT. 
The ability of an IoT system to handle a growing number of devices, users, and data volume without performance degradation.
29. What is Interoperability?
 The ability of different IoT devices and systems from various manufacturers to communicate and work together seamlessly.
30. Define "Smart" in the context of IoT. 
It refers to the ability of a device to use sensors to perceive its environment and use programmed logic or AI to make autonomous decisions.
PART-B
1. Define IoT and explain its key characteristics. How does it differ from traditional internet?
2. Explain the Physical Design of IoT. Discuss the various things and protocols involved.
3. Describe the Logical Design of IoT with a focus on functional blocks and communication APIs.
4. Compare and contrast the different IoT Communication Models (Request-Response, Publish-Subscribe, Push-Pull, and Exclusive Pair).
5. Detailed analysis of IoT Levels and Templates. Explain Level 1 to Level 6 with suitable diagrams.
6. Discuss the various Enabling Technologies of IoT, specifically focusing on WSN, Cloud Computing, and Big Data.
7. Explain the IoT Architectural View and the layers involved in a standard IoT ecosystem.
8. Describe Domain-Specific IoTs. Provide examples of how IoT is applied in different industries like healthcare and retail.
UNIT II: ARDUINO PROGRAMMING
1. What is Arduino? 
An open-source electronics platform based on easy-to-use hardware and software, designed for anyone making interactive projects.
2. Name three types of Arduino boards.
 1. Arduino Uno (Standard), 
2. Arduino Nano (Small), 
3. Arduino Mega (More pins/memory).
3. What is the Arduino IDE? 
A cross-platform application used to write, compile, and upload code to Arduino-compatible boards.
4. Define the Arduino Toolchain. 
The series of tools (compiler, linker, uploader) that convert human-readable C++ code into machine-executable binary for the microcontroller.
5. What is the function of the setup() function? 
It is called once when the sketch starts. It is used to initialize variables, pin modes, or start libraries.
6. What is the function of the loop() function?
 It executes consecutively, allowing the program to change and respond to inputs while the Arduino is powered.


7. How do you define a pin as an output? 
Use the pinMode(pin, OUTPUT); command inside the setup() function.
8. What does digitalWrite(pin, HIGH); do? 
It applies a voltage of 5V (or 3.3V) to a specified digital pin, usually to turn on an LED or trigger a relay.
9. Explain analogRead(pin);. 
It reads the value from the specified analog pin. It maps input voltages between 0 and 5V into integer values between 0 and 1023.
10. What is Pulse Width Modulation (PWM)? 
A technique used to get analog results with digital means by cycling the power on and off very quickly (e.g., dimming an LED).
11. What are the Power Pins on Arduino? 
They include 5V, 3.3V, GND (Ground), and Vin (Voltage Input) for powering the board or external components.
12. Define a "Sketch". 
The name used for a program written in the Arduino IDE and saved with the .ino extension.
13. What is the use of the Serial Monitor?
 A separate window in the IDE that allows for sending and receiving text data between the Arduino and a computer for debugging.
14. What is Serial.begin(9600);? 
It sets the data rate in bits per second (baud) for serial data transmission between the board and the computer.
15. What are Digital Pins?
 Pins that can be either in a HIGH (1) or LOW (0) state. Most Arduinos have 14 digital I/O pins.
16. What are Analog Pins? 
Pins that can read a range of voltages. Arduino Uno has 6 analog pins (A0–A5) used for sensors like potentiometers.
17. Define an Actuator. 
A component that converts an electrical signal into physical action, such as a motor, servo, or buzzer.
18. Define a Sensor. 
A device that detects changes in the physical environment (light, heat, sound) and converts them into electrical signals.
19. What is an Arduino Shield? 
A pre-built circuit board that plugs into the Arduino headers to provide features like WiFi, GPS, or motor control.
20. What is the use of the Ethernet Shield? 
It allows an Arduino board to connect to the internet via an RJ45 cable for web-based projects.
21. Explain the Integration of Sensors.
 It involves connecting the sensor's signal pin to an Arduino I/O pin and writing code to interpret the incoming data.
22. What is a Breadboard?
 A solderless device used for prototyping electronics by temporarily connecting components with jumper wires.
23. Define "Baud Rate". 
The speed at which information is transferred in a communication channel, measured in bits per second (bps).
24. What is an Interrupt in Arduino?
 A signal that stops the current program execution to perform a specific task immediately, useful for time-critical events.
25. What is the function of a Resistor in an LED circuit? 
It limits the current flowing through the LED to prevent it from burning out.
26. What is the delay(ms); function?
 It pauses the program for the amount of time (in milliseconds) specified as a parameter.
27. What is an LDR? 
A Light Dependent Resistor whose resistance changes based on the intensity of light falling on it, used for light-sensing applications.
28. Define a Servo Motor.
 A type of motor that can be commanded to rotate to a specific angular position (usually 0–180 degrees).
29. What is the map() function? 
It re-maps a number from one range to another (e.g., mapping a 0–1023 sensor value to a 0–255 PWM value).
30. What is the difference between digitalRead and analogRead?
 digitalRead returns only HIGH or LOW, while analogRead returns a range of values from 0 to 1023.
PART-B.
1.Discuss Input/Output operations in Arduino. How do you read digital and analog signals      from the pins?
2.What are Arduino Shields? List four types of shields and explain their specific functions in IoT projects.
3.Explain the Arduino Programming Structure. Detail the purpose of voidsetup() and void          loop() with a sample code.
4.What are Arduino Sketches? Explain how to compile and upload a sketch to the board.
5.Discuss Input/Output operations in Arduino. How do you read digital and analog signals from the pins?
6.Explain the Integration of Sensors and Actuators with Arduino. Use an Ultrasonic sensor as a case study.


UNIT III:                                                ELEMENTS OF IOT
1. Define M2M.
 Machine-to-Machine communication refers to direct communication between devices using wired or wireless channels without human intervention.
2. Difference between M2M and IoT regarding protocols.
 M2M uses proprietary or non-IP protocols, whereas IoT primarily relies on IP-based protocols like IPv6.
3. What is Software Defined Networking (SDN)? 
An approach to networking that uses software-based controllers to direct traffic and manage network resources independently of hardware.
4. Name the three layers of SDN.
1. Application Layer, 
2. Control Layer (Controller),
3. Infrastructure Layer (Data Plane).
5. What is Network Function Virtualization (NFV)?
A technology that replaces hardware-based network functions (firewalls, routers) with virtualized software running on standard servers.
6. Define IoT Systems Management? 
The process of monitoring, controlling, and optimizing the performance of IoT devices and networks.
7. What is NETCONF?  
 A network management protocol developed by the IETF to install, manipulate, and delete  configurations of network devices.


8. What is YANG?
 A data modeling language used to model configuration data, state data, and notifications for the NETCONF protocol.
9. Why is Management needed in IoT? 
Due to the massive number of devices, heterogeneity, and security risks, automated management is required for updates and monitoring.
10. Define Virtualization?
The creation of a virtual version of something, such as hardware, operating systems, or network resources, to improve efficiency.
11. What is an SDN Controller? 
The "brain" of an SDN network that maintains a global view of the network and instructs switches on how to handle traffic.
12. What is the Data Plane? 
The part of the network architecture that handles the actual forwarding of data packets based on instructions from the control plane.
13. Define Configuration Management. 
The process of maintaining the settings and software versions of all IoT devices in a network.
14. What is Fault Management? 
The process of detecting, isolating, and correcting malfunctions in an IoT network.
15. Define Performance Management.
 Monitoring the network to ensure it meets required service levels, such as latency and throughput targets.
16. What is the difference between IoT and M2M scalability? 
M2M is typically localized and less scalable, while IoT is designed for global scale across millions of devices.
17. What is a "Northbound" API in SDN?
 The interface that allows the SDN controller to communicate with high-level applications and business logic.
18. What is a "Southbound" API in SDN? 
The interface (like OpenFlow) that allows the controller to communicate with the physical network switches.
19. Define M2M Area Network. 
The local network where M2M devices communicate, often using technologies like ZigBee, M-Bus, or Power Line Communication.
20. What is the role of an M2M Gateway?
 It connects the M2M area network to the wider communication network (like the internet or cellular network).
21. Define Service Oriented Architecture (SOA). 
A software design style where services are provided to components via a communication protocol over a network.
22. What is the IoT Design Methodology? 
A structured process for designing IoT systems, involving steps like requirement gathering, process specification, and deployment.
23. What is Purpose/Requirements Specification?
 The first step in design where the goals and constraints of the IoT system are clearly defined.
24. What is Process Specification? 
Defining the workflow and data handling processes within the IoT application.
25. Define Operational View. 
A design step that describes how the system will be operated, managed, and maintained after deployment.
26. What is Device & Component Integration? 
The phase where hardware (sensors, actuators) and software components are combined into a functional unit.
27. What is a Data Model?
 A formal description of how data is structured, stored, and managed within an IoT system.
28. Define Application Development in IoT.
 The process of creating the user interface and logic that allows users to interact with the IoT system.
29. What is the role of IETF in IoT? 
The Internet Engineering Task Force (IETF) develops the technical standards and protocols (like CoAP and 6LoWPAN) used in IoT.
30. What is the Relationship between SDN and NFV?
 SDN focuses on separating the control plane, while NFV focuses on moving network functions from hardware to software; they are complementary.
PART-B
1. in IoT and the challenges faced in heterogeneous device environments. Perform an in-depth comparison between IoT and M2M. Highlight the differences in scalability and protocols.
2. Explain the concept of Software Defined Networking (SDN) and its significance in an IoT environment.
3. What is Network Function Virtualization (NFV)? Explain how it helps in optimizing IoT network resources.
4. Discuss IoT Systems Management. Why is it more complex than managing traditional IT networks?
5. Explain the NETCONF protocol. Discuss its architecture and how it manages network device configurations.
6. What is YANG? Explain its role as a data modeling language in the context of NETCONF.
7. Describe the IoT Design Methodology. Explain the steps from purpose specification to operational view.
8. Discuss the Needs for System Management


UNIT IV:             IOT COMMUNICATION AND OPEN PLATFORMS
1. What is Raspberry Pi? 
A low-cost, credit-card-sized computer that runs Linux and provides GPIO pins for hardware interaction.
2. Mention the OS commonly used in Raspberry Pi.
 Raspberry Pi OS (formerly Raspbian), which is a Debian-based Linux distribution.
3. What are GPIO Pins? 
General Purpose Input/Output pins that can be programmed to act as either inputs to read data or outputs to control devices.
4. What is an Open Platform?
 A hardware or software system whose architecture is public, allowing others to build on it or modify it easily (e.g., Raspberry Pi).
5. Define ZigBee.
 A low-power, low-data-rate wireless mesh network standard used for personal area networks, ideal for battery-operated IoT devices.
6. What is Bluetooth Low Energy (BLE)? 
A power-conserving version of Bluetooth designed for short-range communication between IoT devices and smartphones.
7. Explain the role of WiFi in IoT.
 It provides high-speed wireless internet connectivity for devices within a local range, but consumes more power than ZigBee.
8. What is a GSM Module? 
A hardware device that allows an IoT system to connect to mobile cellular networks for SMS and data transmission.
9. What is GPS in IoT?
 Global Positioning System modules allow IoT devices to determine their precise geographical location (latitude and longitude).
10. How do you access GPIO pins in Python? 
By using libraries like RPi.GPIO or gpiozero to set pin modes and read/write values.
11. Define full-duplex communication. 
A mode of communication where data can be sent and received simultaneously (e.g., WebSockets).
12. Define half-duplex communication. 
Communication where data can be sent and received, but not at the same time (e.g., walkie-talkies).
13. What is a "Blink" program in Raspberry Pi?
 A basic script that toggles a GPIO pin HIGH and LOW to turn an LED on and off repeatedly.
14. What is the SoC on a Raspberry Pi? 
System on a Chip; it integrates the CPU, GPU, and RAM into a single integrated circuit.
15. What is the function of the microSD card in Raspberry Pi?
 It acts as the primary storage device, containing the Operating System and user files.
16. How does Raspberry Pi connect to the Cloud?
 Using its built-in WiFi or Ethernet port to send data to cloud platforms via protocols like MQTT or HTTP.
17. What is MQTT?
 Message Queuing Telemetry Transport is a lightweight, publish-subscribe network protocol ideal for remote locations with low bandwidth.

18. Define CoAP.
 Constrained Application Protocol is a specialized web transfer protocol for use with constrained nodes and networks in IoT.
19. What is an IoT Gateway's function in communication? 
It translates protocols (e.g., ZigBee to WiFi) and provides a secure entry point to the internet.
20. What are the 40 pins on Raspberry Pi? 
These include GPIO pins, power pins (5V, 3.3V), Ground pins, and special-purpose pins like I2C, SPI, and UART.
21. What is I2C? 
Inter-Integrated Circuit is a synchronous, multi-master, multi-slave serial communication bus used to connect sensors to microcontrollers.
22. What is SPI? 
Serial Peripheral Interface is a synchronous serial communication interface used for short-distance communication, primarily in embedded systems.
23. Explain UART.
 Universal Asynchronous Receiver-Transmitter is a hardware communication protocol that uses two wires (TX and RX) to transmit serial data.
24. What is an Analog-to-Digital Converter (ADC)?
 Since Raspberry Pi has no analog pins, an ADC chip is used to convert analog sensor signals into digital data the Pi can read.
25. What is Python's role in IoT?
 It is the primary language for Raspberry Pi due to its simple syntax and vast libraries for hardware control and cloud connectivity.
26. Define "Headless" setup. 
Configuring and operating a Raspberry Pi without a monitor, keyboard, or mouse, usually via SSH (Secure Shell).
27. What is SSH?
 A cryptographic network protocol for operating network services securely over an unsecured network, used to remotely access Raspberry Pi.
28. What is the difference between Raspberry Pi and Arduino power?
 Raspberry Pi requires a stable 5V micro-USB power supply, whereas Arduino can be powered via USB, battery, or DC jack (7–12V).
29. What is a Cloud Platform for IoT?
 A suite of services (like AWS IoT or Google Cloud IoT) that allows for device management, data storage, and visualization.
30. Explain "Edge Computing" in IoT. 
Processing data near the source (on the Raspberry Pi) instead of sending all raw data to the cloud, reducing latency and bandwidth.
PART-B
1. Compare and contrast REST-based APIs and WebSocket-based APIs for IoT communication.
2. Explain the architecture and working principle of the Raspberry Pi.
3. How do you access and program GPIO Pins in Raspberry Pi? Provide a simple Python example to blink an LED.
4. Discuss short-range wireless protocols: Explain the features and applications of Bluetooth and WiFi in IoT.
5. Explain the ZigBee protocol stack. Why is it preferred for low-power mesh networking?
6. Describe the role of GPS and GSM modules in providing location-based services and remote connectivity.
7. Explain how an open platform like Raspberry Pi is used for Connecting to the Cloud.
8. Discuss the communication between devices using Signals via GPIO Pins and the importance of signal conditioning.





UNIT V:               CHALLENGES AND CASE STUDIES
1. What is the biggest challenge in IoT security? 
The lack of standardization and the presence of millions of low-power devices with weak or no encryption.
2. Define Data Privacy in IoT. 
The right of individuals to control how their personal data, collected by smart devices, is used and shared.
3. What is Home Automation?
 The use of IoT to control household features like lighting, climate, and appliances remotely or automatically.
4. Explain Home Intrusion Detection. 
An IoT system using motion sensors, door contacts, and cameras to alert owners of unauthorized entry via mobile apps.
5. What is a Smart City?
 An urban area that uses IoT sensors to collect data to manage assets, resources, and services efficiently.
6. Define Smart Parking. 
A system that uses sensors (ultrasonic or camera) to detect available parking spots and directs drivers to them via an app.
7. How does IoT help in Smart Agriculture?
 By using sensors to monitor soil moisture, crop health, and weather, allowing for automated and precise farming.
8. What is Smart Irrigation?
 A system that automatically waters crops based on real-time soil moisture data, preventing both over-watering and drought.
9. Define Weather Monitoring System. 
An IoT application that uses sensors to track temperature, humidity, pressure, and wind speed in real-time.
10. What is "Automatic Lighting" in Smart Cities? 
Streetlights that adjust their brightness based on the time of day or the presence of pedestrians and vehicles to save energy.
11. Explain the challenge of Interoperability. 
The difficulty in getting devices from different manufacturers and using different protocols to communicate with each other.
12. What is the "Battery Life" challenge?
 Many IoT devices are in remote areas; keeping them powered for years on small batteries is a major design hurdle.
13. Define a "Botnet" in IoT. 
A network of hijacked IoT devices used by hackers to launch large-scale cyberattacks, such as DDoS.
14. What is Smart Health?
 Using wearable IoT devices to monitor patient vitals (heart rate, glucose) and send alerts to doctors in real-time.
15. Explain Smart Grid.
 An electrical grid that uses IoT to monitor and manage the transport of electricity from all generation sources to meet varying electricity demands.
16. What is Environmental Monitoring? 
Using IoT to track air quality, water pollution, and forest fires to protect the ecosystem.
17. What is a Real-time Application?
 An application where the system must respond to inputs within a strict time constraint (e.g., self-driving cars).
18. Define "Over-the-Air" (OTA) Updates.
 The ability to wirelessly update the software or firmware of IoT devices after they have been deployed.
19. What is the role of Actuators in Home Automation? 
They perform the physical tasks, such as turning a motor to lock a door or opening a motorized window blind.
20. Explain "Data Volume" challenge. 
The massive amount of data generated by IoT devices can overwhelm storage systems and communication networks.
21. What is a Smart Thermostat?
 An IoT device that learns a user's schedule and temperature preferences to optimize home heating and cooling.
22. Define "Connectivity" challenge. 
Ensuring reliable internet access for devices in remote or underground locations where signals are weak.
23. What is an "Intrusion Alert"? 
A notification sent to a user's smartphone when a security sensor (like a PIR sensor) is triggered.
24. How does IoT improve "Waste Management"? 
Smart bins equipped with level sensors alert trucks only when they are full, optimizing collection routes.
25. What is the use of a Soil Moisture Sensor?
 It measures the volumetric water content in soil, providing critical data for smart irrigation systems.
26. Define "Cloud Latency". 
The delay caused by sending data to a remote server and waiting for a response, which can be critical for real-time IoT apps.
27. What is a PIR Sensor?
 Passive Infrared sensors are used to detect motion by measuring infrared light radiating from objects in their field of view.
28. Explain Smart Inventory Management.
 Using RFID tags and IoT to track stock levels in retail stores or warehouses automatically.
29. What is "Physical Security" of IoT devices?
 Protecting the hardware nodes from being stolen, tampered with, or destroyed in outdoor environments.
30. Define the "Legal and Regulatory" challenge.
 The lack of clear laws regarding who owns IoT-generated data and who is liable for security breaches.
PART-B
1. Analyze the major Security Concerns in IoT. Discuss vulnerabilities at the Perception, Network, and Application layers.
2. Explain the Real-time Applications of IoT and the importance of low latency in critical systems.
3. Case Study: Design an IoT system for Home Automation and Intrusion Detection.
4. Case Study: Discuss the implementation of IoT in Smart Cities (Smart Parking and Traffic Management).
5. Case Study: Explain how IoT is used for Weather Monitoring Systems using various environmental sensors.
6. Case Study: Describe an IoT-based Smart Irrigation System for Agriculture. What sensors are used?
7. Discuss the Technical Challenges in IoT, such as interoperability, power consumption, and data storage.
8. Explain the impact of IoT on Agriculture and Environmental Monitoring. How does it improve sustainability?
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